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End-to-end	Core	i7	Address	Translation
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Cute	Trick	for	Speeding	Up	L1	Access

¢ Observation
§ Bits	that	determine	CI	identical	in	virtual	and	physical	address
§ Can	index	into	cache	while	address	translation	taking	place
§ Cache	carefully	sized	to	make	this	possible:	64	sets,	64-byte	cache	blocks
§ Means	6	bits	for	cache	index,	6	for	cache offset
§ That’s	12	bits;	matches	VPO,	PPOà One	reason	pages	are	212 bits	=	4	KB
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Virtual	Address	Space	of	a	Linux	Process
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(Partial view of CPU internals: execution engine) 
 

 
(Meltdown last step: checking which page has been cached) 
 
Figures borrowed from Meltdown paper. 



1. TLBs
2. Where does the OS live?
3. Meltdown and Spectre
4. page faults
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   """
   Q: Am I affected by the vulnerability?
   A: Most certainly, yes.
   
   Q: Can I detect if someone has exploited Meltdown or Spectre 
against me?
   A: Probably not. The exploitation does not leave any traces in 
traditional log files.
   
   Q: What can be leaked?
   A: If your system is affected, our proof-of-concept exploit 
can read the memory content of your computer. This may include 
passwords and sensitive data stored on the system.
   
   Q: Has Meltdown or Spectre been abused in the wild?
   A: We don't know.
   """




