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1. Two examples of I/0 instructions

(a) Reading keyboard input

The code below is an excerpt from Weensy0S.!
(details in PS/2 controller: https://wiki.osdev.org/%228042%22_PS/2_Controller)
This reads a character typed at the keyboard (which shows up on the

fress 4.

"keyboard data port" (KEYBOARD_DATAREG))

/* Excerpt from Weensy0S x86-64.h *x/

// Keyboard programmed I/0.

#detine KEYBOARD_STATUSREG KB4 &-

#define KEYBOARD_STATUS_READY 0x01

#define KEYBOARD_DATAREG 0x60
- ——

—~Dint keyboard_readc(void) {
static uint8_t modifiers;
static uint8_t last_escape;

if ((inb(KEYBOARD_STATUSREG) & KEYBOARD_STATUS_READY) == @) {
retdrn 71_; —— —

uint8_t data{—gi L
uint8_t escape

last_escape = 0;

x G

QKEYBOARDJW); Oyx¢ &
if (data == 0xE@) { // mode shift

last_escape = 0x80;

ast_escape;
return 0;

else 1f (data & 0x80) { // key release: matters only
for modifier keys
Cint ch®= keymap[(data & 0x7F) | escapel;
if (ch >= KEY_SHIFT && ch < KEY_CAPSLOCK) {
modifiers & ~(1 << (ch - KEY_SHIFT));
turn 0;

Q' 7HIFT ONIE D' q
int ch ‘unslgned char) E! Eeldata | escapel;

& ch <= 'z’) {
if (modlflers & MOD _CONTROL) {
ch -=

0x6
} else ;,f,.('(modlfle;s & MOD_SHIFT)

(modifiers & MUD _CAPSLOCK) ) {

= 0x20; \a ﬁ .

efse if (ch >= KEY_CAPSLOCK) {
odlflers ~= 1 << (ch - KEY_SHIFT);

lse 1f (ch >= KEY_SHIFTR{

modifiers |= 1 << Tch - KEY_SHIFT);

ch = 0; ®

else if (ch >= CKEY(0) & ch <= CKEY(21)) {

ch = complex_keymap[ch - CKEY(@)].map[modifiers & 31;
else if (ch < 0x80 & (modifiers & MOD_CONTROL)) {
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(b) Setting the cursor position

The code below is also excerpted from Weensy0S. It uses I/0
instructions to set a blinking cursor. To set the cursor to

3/30/22, 8:22 AM

S0
N—_

the upper left of the screen, run: console_show_cursor(0) 1 P
// console_show_cursor(cpos) 7
//  Move the console cursor to position ‘cpos’, j, w g""
//  which should be between @ and 8 5. 0s8] o
—-’ 1

void console_show_c sor(mt* _g?

if (cpos < @ || cpos > CON:! ROWS * CONSOLE. c0|_um51 L

cpos = 0;

€outb(0x3D4(14¢ // Command 14 = upper byte of pOSlthn

outb(@x3D5,. C, 05 /. 256)= N/ upper byte (256 = 2°8)

outb(@x3D4, 1! mmand 1 lower byte of position
ioutb(0x3D5 cpos % 256); // lower byte
¥ =(

// if interested, see details: https://wiki.osdev.org/Text_Mode_Cursor
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89
90 2. Memory-mapped I/0 é
A
92 (a) Here is a 32-bit PC’s physical memory map:
3 —_——

94 #mmmmmm—m—m————————4 <- OXFFFFFFFF (4GB)
95 | 32-bit |
memory mapped |
devices |

|
I |
ININININININININININ
101 1\/\/\/\/\/\/\/\/\/\
|
|
+
|
|
|
|
|

Unused

<- depends on amount of RAM

Extended Memory

A

— 0x00100000 (1MB)

— 0x000F0000 (960KB)

16-bit devices,
expansion ROMs

115 |
116 o ex%eceeaa (768KB)

117 - VGA Dlsplay @|<- ox
118 ¢

+——t—
A

(640KB)
Low Memory |

122 <=

124 [Credit to Frans Kaashoek, Robert Morris, and
125 Nickolai Zeldovich for this picture]
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(b) Loads and stores to the device memory "go to hardware".
Here is an excerpt of the console printing code from Weensy0S.
—
/* Compare the address below to the map in panel 2(a). *
PROVIDE(console = 0xB8000) ;
——

This is an excerpt about printing; notice how it uses the address
"console":

/*
* prints a character to the console at the specified

141 —')* cursor position in the specified color.
N

142 * Question: what is going on in the check

143 * if (c == '\n’")

144 * ?

145 * Hint: ’\n’ is "newline" (the user pressed enter).
146 */

147 static void console_putc(printers ( unsigned char c,
148 console_printerx cp = (console_printerx) p;

149 if (cp—>cursor >= console + CONSOLE_ROWS * CONSOLE
150 f cp- >cursur = console; mn

151 } '}M

152 if (c == "\n’) { ‘?

153 int pos £ cp->cursor - conso ) % 80 %’

154 for (; pos != 807 pos++) X

155 *cp->cursor++ = ' ' | color; ?0
156

157 } else {

158 *cp—>curso@ c | color;

159 -—

160 } rY

3/30/22, 8:22 AM
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wx Port I/O Address Space

Software and hardware architectures of x86
architecture support a separate address
space called “I/O Address Space”

— Separate from memory space &

Access to this separate I/O space is
handled through a set of I/O instructions
— IN,OUT, INS, OUTS

Access requires Ring0 privileges
— Access requirement does not apply to all
operating modes (like Real-Mode)
The processor allows 64 KB+3 bytes to be
addressed within the 1/O space

Harkens back to a time when memory was
not so plentiful

You may never see port /O when analyzing
high-level applications, but in systems
programming (and especially BIOS) you will
see lots of port I/O

One of the biggest impediments to
understanding what's going on in a BIOS

Intel Programmer’s guide, Vol 1, 16.1

V4

Port 65535 <

1/0 Address Space

Port 4

Port 3

Port 2

Port 1

Port O

0x0004

0x0003
0x0002
0x0001
0x0000
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N Memory Mapped IO

« The colored regions are
vA ~memory mapped devices
BARs & IGHIPGI anges | P01 Memory Range Pz Accesses to these memory
e — &= ranges are decoded to a
| device itself
TSEG (optional)
PR (optona) * Flash refers to the BIOS
é; M flash
« APIC is the Advanced-
wlan Memery Programmable Interrupt
ontr
 PCI Memory range is
A Fioe optora) ] ot oooon programmed by BIOS in the
Main Memory 0010_0000h PCIEXBAR
DOS Compatibility Memory 0000:0000h
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—

/% file: mmap.c */
<fentl.h>
<stdio.h>
<stdlib.h>
<sys/mman.h>
<sys/stat.h>
<sys/types.h>
<unistd.h>

#include
#include
#include
#include
#include
#include
#include

void mmapwrite(int fd, int size);
void normalwrite(int fd, int size)

. Cat /+-f/f~la e+ ”

NIf (argc '= 2) { // Check for required cmd line arg
printf("usage: %s <filename>\n", argv([0]);
exit(0); -

int maig(int argc, char s*argv)
truct stat stat;
int fd;

/* Copy input file %stdcut */
if ((fd = open(argvfl], O_RDONLY, 0)) < 0)

pgfror(”open")
§2R e{ ("‘2
/% // option 2 &

* normalwrite(fd, stat.st_size);

fstat(fd, &stat);
N

// option 1€ (.7
mmapwrite(fd, stat.st_size);
A

*/

close(fd);

return 0; 6“‘
¥
void mmapwrite(int fd, Int size) {

/* Ptr to memory mapped area */ (o]

char *xbufp; &

bufp = mmap(NULL, size, PROT_READ, WAP PRIVAT
write(STDOUT_FILENO, bufp, size);&Z”

return;

void normalwrite(int fd, int size) {
-
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Question: RJ)‘

Which runs faster, option 1 or option 2? by how much?
— C—

Exercise:
_;Try to run both options by yourself:

$ cat /dev/urandom | head -c 1000000000 > 1G.file
$ make mmap ——
$ time ./mmap 1G.file > /dev/null

$ vim mmap.c

// switch to option 2
$ make mmap
$ time ./mmap 1G.file > /dev/null

Pnas;

char #buf = malloc(size); &€~
—

—
read(fd, buf, size);c/
. ¥
write(STDOUT_FILENO, buf, size);
—_—
return;
+
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24'- té
User-Level Memory Mapping Aot
as
YQ'\(‘Z}OJA *mmap (void *star{/\ilgé_:l%é/r 7 = Z‘S—{TB

int prot, int flags, int £d, int offset)
< — —

32 bl}é

ve 4Rlis -
éékég - o /§ —;__F“"} len bytes owéa/r

{ - )

\

len bytes

E—

offset
Tbytes)

0

0
Disk file specified by Process virtual memayy
file descriptor £d ——/0{

32

R
read (44 bu{, 522) aga.auv C+d

wWiite (4, but, s2) addetx]) = (05
7



1. Last time (// UM
2. mmap

3. I/0 architecture

4. device drivers 1/0
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