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. Memory protection, the problem statement
. Segmentaion (x86-32)

. PMP (RISC-V)

. Paging (brief)

. Meltdown & its consequences

. Other possible solutions

(). WMotwatiom /
* G Procest A ——= Drocess 37< e
Copro@ss  —— term( wvald
s ()YoceSS —>  tmsed) e (bb*jﬁ &
@ Code _ /el wemor shoulol not aCCeSS)

I oUW

, aceess (om+v0[ - 058
\6v‘[9j ‘(a/+@

Cpu —— ety
<SMEJ‘: (NSt Ction -+ Cf)(

oD ¢ r/w/x
067 . [ set O,E WMLa e ddtesses

WHL/ OP:V/W/L/ U/Aj 06]‘:@2@0(/@5%37

=,
J [N Strinction

e a@y careed (1104 (L/{%) e 5

bf/_j " by of bpres

o L mgm — B T roedow def-

5 adAiebS

Y TERP Y U N



] Profecten . yeé/,,b Jeess e

tnstruckier T ,\fﬁi/f_; pon" O
CAX sdAresses

¢ Solutten /IC |

L/ AcL

Multiple questions:
Ql: what are memory objs? (memory granularity)
Q2: who is the subj? (how to define subj)
Q3: where to store the ACL?

2. x86 segmentation
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Ql: what is the granularity of memory obj?

Gegret (hase, ()

Q2: how to define the subj?

Thotl” + (pL

03: where to store the ACL?
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Linear Address Space
(or Physical Memory)
Name Description Base Limit DPL Segment FFFFFFFFH
Registers Code
__KERNE| CS [Kernel code segment l4GiB [0 Code- and Data-Segment 3L LA
Descriptors @ Not Present
1,
__KERNEL_DS/ Kernel data segment 4 GiB /0 s ——
__USER CS  User code segment 4GB 3 Base fgdress Stack |0
. [ Fs | O

__USER_DS User data segment | 0 4GiB 3

Figure 3-2. Flat Model
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Figure 3-1. Segmentation and Paging
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Figure 3.33: PMP address register format, RV32.
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Figure 3.31: RV MP configuration CSR layout.
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Figure 3.35: PMP configuration register format.



Q1l: what is the granularﬁk of memory obj?
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Q2: how to define the subj?

(ngtrnction

03: where to store the ACL?
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4. paging (brief)
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Ql: what is the granularity of memory obj?

Page Lakp)
Q2: how to define the subj?
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03: where to store the ACL?
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5. Meltdown & its consequences
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contextswitch -
small-read -
med-read -

big-read
small-write
med-write
big-write
mmap *
small-munmap
med-munmap
big-munmap
fork

big-fork
thrcreate
send & recv *
big-send & recv *
select

poll

epoll
big-select
big-poll
big-epoll
small-pagefault
big-pagefault

Spectre patch
Meltdown patch
Harden usercopy

Rand. SLAB freelist
User pagefault handling
Fault around

TLB layout spec.

Force context tracking
Hugepages disabled
Missing CPU idle states
cgroup mem. controller
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(a) Percentage Change in Test Latency Relative to v4.0
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Linux Kernel Versions



6. Capability-based processor (a wild idea)
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