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1. Eclipse

2. Intro to security

3. Authentication
Ap(um‘m.
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45th IEEE Symposium on
Security and Privacy

Sponsored by the
in cooperation with the

Call For Papers

Since 1980 in Oakland, the IEEE Symposium on Security and Privacy has been the premier forum for computer security research, presenting the latest developments and bringing
together researchers and practitioners. We solicit previously unpublished papers offering novel research contributions in any aspect of security or privacy. Papers may present
advances in the theory, design, implementation, analysis, verification, or empirical evaluation and measurement of secure systems. Theoretical papers must make a convincing case

for the relevance of their results to practice. [ ‘ e °
w .
Topics of interest include: Ze-'o -—bﬂh & A (“(e
—>e Applied cryptography
* Attacks with novel insights, techniques, or results B
« Authentication, access control, and authorization A
* Blockchains and distributed ledger security
¢ Cloud computing security
¢ Cyber physical systems security
» Distributed systems security \;d0°r
¢ Economics of security and privacy
* Embedded systems security ‘POl 8 .

« Formal methods and verification
OHardware security . 'M[‘('O{ﬂ“’ n
« Hate, Harassment, and Online Abuse
* Human-centered security and privacy . €P¢C+Ye
o |ntrusion detection and prevention
Machine learning and computer security
¢ Malware and unwanted software
* Network security and measurement
QOperating systems security
¢ Privacy-enhancing technologies, anonymity, and censorship
¢ Program and binary analysis
¢ Protocol security
« Security and privacy metrics
¢ Security and privacy policies
* Security architectures
¢ Security for at-risk populations
* Software supply chain security
. QSystems security
¢ User studies for security and privacy
* Web security and privacy
¢ Wireless and mobile security/privacy

+.007 x

“panda” noise “gibbon”

57.7% confidence 99.3% confidence



“Yield Sign”

Adversarial Adversarial
Perturbation Input

(a) Percentage Change in Test Latency Relative to v4.0

contextswitch = 9:7:17:10: 5 :10:11:22:23: 1 1
smaHAread 8:29 25:24:23:18:21:20 3
med_read 23:24:21:25:22:23:21:21:20 45 16:15:13:16: 1 1
big-read -
small-write
med-write
big-write
mmap *
small-munmap
med-munmap
big-munmap
fork
big-fork
thrcreate
send & recv * 0
big-send & recv * 41
Select —{18:12:17:16:16:15
poll 6:1:2:2:3:6:14:7:3 oE
epoll
big-select
big-poll
big-epoll
small-pagefault
big-pagefault
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(b) Enabled Changes
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Harden usercopy
Rand. SLAB freelist
User pagefault handling
Fault around
TLB layout spec.
Force context tracking
Hugepages disabled
Missing CPU idle states
cgroup mem. controller
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Linux Kernel Versions
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Progress this section
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