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Memory protection, the problem statement
Segmentaion (x86-32)

PMP (RISC-V)

Paging (brief)

Meltdown & its consequences

Other possible solutions
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Multiple questions:
Ql: what are memory objs? (memory granularity)
Q2: who is the subj? (how to define subj)
03: where to store the ACL?
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Figure 3-2. Flat Model




Local Descriptor Table (LDT)
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0
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address (LIMIT)
(BASE)

Ql: what are memory objs? (memory granularity)
segment  ((hase, (Awat)
who is the subj? (how to define subj)
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where to store the ACL?

Q2:

03:

Main memory

Segment 3
Segment selector 0x000F

Segment 2
Segment selector: 0x0027

Segment 1
Segment selector 0x0017
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Logical Address
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Name Description Base L|mit DPL BaseSKEJQZQéJ
__KERNEL_CS | Kernel code segment | 0 4GiB 0 \Jrge
__KERNEL_DS | Kernel data segment | 0 4GB 0
__USER_CS User code segment | 0 4 GiB | 3
}7 Segmentation Paging
__USER_DS User data segment | 0 4GiB 3

Figure 3-1. Sed

mentation and Paging
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31 24 23 16 15 87 0
| pmp3cfg [ pmp2cfg [ pmplcfg | pmpOcfg | pmpcfgd
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31 24 23 16 15 87 0
| pmp7cfg ‘ pmpb6efg | pmpbcfg ‘ pmp4cfg | pmpcfgl
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| pmp63cfg [ pmp62cfg | pmp6lcfg [ pmp60cfg | pmpcfglh
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Figure 3.31: RV3

7 6 5 4 3 2 1 0 31 0
[ L(WARL) | 0 (WARL) [ A(WARL) [ X(WARL) [ W (WARL) | R (WARL) | address[33:2] (WARL)
1 2 2 1 1 1 32
Figure 3.35: PMP configuration register format. Figure 3.33: PMP address register format, RV32.
D )

Ql: what are memory objs? (memory granularity)

OMp Sejmuntk  ( addr + PP ofg )

Q2: who is the subj? (how to define subj)
[nstruction
Q3: where to store the ACL?

qu\‘ﬁ\-UQ



4. posing  Lbriefd

o 1962 . SwaphVd irfeut DAFES | ivval
« (axex, Protecteon o PN 0g)  pudSiol ey

————— [/
ok ; /7777,
ub(‘—‘> : /7/////(/

Y 5C-V: Sog+t P

Ql: what are memory objs? (memory granularity)

pase.

Q2: who is the subj? (how to define subj)
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03: where to store the ACL?
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contextswitch -
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small-munmap
med-munmap
big-munmap

send & recv *

big-send & recv *
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(a) Percentage Change in Test Latency Relative to v4.0
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(b) Enabled Changes
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