
Week 6.a
CS6640
02/09 2026
https://naizhengtan.github.io/26spring/

□ 1. CPU privilege levels
□ 2. Memory protection, the problem
□ 3. Protection schemes
□   (A) Segmentaion (x86)
□   (B) PMP (RISC-V)
□   (C) Paging (brief)
□ 4. Meltdown & its consequences
□ 5. Other possible solutions
---

  Q: motivation: why do people want privilege levels?

  Q: running the same piece of code in unprivileged and privileged mode,
     what will be the difference?
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  Q: How could I know what privilege level the current CPU is running in?

  """
  RISC-V deliberately doesn’t make it easy for code to discover what mode it is
  running it because this is a virtualisation hole. As a general principle, code
  should be designed for and implicitly know what mode it will run in.
  Applications code should assume it is in U mode. The operating system should
  assume it is in S mode (it might in fact be virtualised and running in U mode,
  with things U mode can’t do trapped and emulated by the hypervisor).
  """
  [from https://forums.sifive.com/t/how-to-determine-the-current-execution-
privilege-mode/2823]

2. Memory protection, the problem

 Q: Motivation? why do we need memory protection?

Multiple questions:
    Q1: what are memory objs? (memory granularity)
    Q2: who is the subj? (how to define subj)
    Q3: where to store the ACL?

Debt

t

1T trysand emulate
D mediafire.fi 11
FEED W

Me B EL

access control

Tess Eby invalidops
1 invalid instr

ffifyion Eemondm.si 2 invalidop
3 invalid mem



(A) segmentation (from x86)
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Q1: what are memory objs? (memory granularity)

Q2: who is the subj? (how to define subj)

Q3: where to store the ACL?
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Physical Memory Protection (PMP) 
--- 
 

(a) pmpaddr[0-63] 

    
 

(b) pmpcfg[0-15] 

 
 
 

(c) pmp[0-63]cfg  

 
 

(d) pmp[0-63]cfg.A 

   

Cheng Tan, OSI

(B) PMP (from RISC-V)
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(C) paging (brief)

Q1: what are memory objs? (memory granularity)

Q2: who is the subj? (how to define subj)

Q3: where to store the ACL?

4. Meltdown & its consequences
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  Q: What are the fundamental approaches to provide isolation?
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