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Uncovered Long-tail Jailbreak Trajectory

Current LLM Safety Testing Limitations
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The tree is visualized as a set of concentric circles: the center represents the root, and each
surrounding circle corresponds to nodes at the same depth level.

(a) a prompt where BOA fails to find a jailbreak
(b) a prompt where BOA successfully finds one.
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Applications

1. Comparing Models. BOA quantifies vulnerability across models on
the same prompt set, exposing differences hidden by greedy evaluation.

40
Llama 3.1 (8B)

Llama 2 (7B)
Qwen3 (8B)
Gemma 3 (4B)

Jailbreak Discovery Rate (%)
o NO o
o - -,

-
-

100 200 300 400

Search Time Per Query (seconds)

500 600

2. Decoding & Safety. Some prompts are safe under default decoding
but vulnerable under any alternative—alignment overfits to default de-
coding settings.
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3. Re-evaluating Attack Success. Greedy evaluation severely under-
estimates vulnerability of adversarial prompts—BOA reveals far higher
Jailbreak Discovery Rates (JDR):
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4. Defense Evaluation. Latent Adversarial Training (LAT) is genuinely
robust across the generation tree:
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Summary

e Safety alignment is shallow and narrow

e BOA is a falsification tool—success proves a jailbreak; failure gives
coverage, not safety.

e Useful across the lifecycle: pre-deployment bounds, training-time
tracking, longitudinal studies.

e Future: multi-turn, long-context conversation, Agentic workload




